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Security
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Certification

Duration: 40Hrs

Training Method: Online / Offline

COURSE MODULES

A very prominently classified Advanced level of Proficient Penetration Testing from the house of Offen-
sive Security offering all Evasion Techniques and Breaching Defenses. Craw Security, one of the official
learning partners of Offensive Security, is offering its world-class Offensive Security Courses in Singapore.

Operating System and Programming Theory

Client Side Code Execution With Office

Client Side Code Execution With Jscript

Process Injection and Migration

Introduction to Antivirus Evasion

Advanced Antivirus Evasion

Application Whitelisting

Bypassing Network Filters

Linux Post-Exploitation
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Kiosk Breakouts

Windows Credentials

Windows Lateral Movement

Linux Lateral Movement

Microsoft SQL Attacks

Active Directory Exploitation

Combining the Pieces

Trying Harder: The Labs

info@crawsecurity.com 27 Paya Lebar Road,
WWW.Crawsecurity.com #13-05 Paya Lebar Residences,

Singapore — 409042




