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COURSE MODULES

It is the most common thing for almost every business to make an exclusive Web Application for one's
enterprise in order to make a good first impression on the customers or the end-users of its products or
services.
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Introduction to Web Application Security

Owasp top 10

Recon for bug hunting

Advanced SQL injection

Command injection

Session Management and Broken Authentication Vulnerability
CSRF - Cross Site Request Forgery

SSRF - Server Site Request Forgery

XSS - Cross Site Scritpting

IDOR - Insecure Direct Object Reference
Sensitive Data Exposure and Information Disclose
SSTI - Server Site Template Injection

Multi Factor Authentication Bypass
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HTTP Request Smuggling

External Control of File Name or Path
LFI - Local File Inclusion and RFI - Remote File Inclusion
Source Code Disclousre

Directory Path Traversal

HTML Injection

Host Header Injection

SQL Authentication Bypass

File Upload Vulnerability

JWT Token Attack

Security Misconfiguration

URL Redirection

Flood Attack on Web
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